
How Australian ADIs can benefit from 
adopting a multi-cloud strategy



To make the most of the wealth of benefits 
that cloud services offer the finance sector, 
leading Australian banks and other financial 
institutions are taking advantage of a “multi-
cloud” approach rather than tying themselves 
to a single cloud provider.

Information Technology services and solutions 
are becoming ever more dynamic, based 
increasingly on a virtual infrastructure which 
can be located both on-premise and in cloud 
datacentres. Such an environment is well-
suited to meeting modern business challenges, 
offering banks enhanced reliability, efficiency, 
cost-effectiveness, flexibility and scalability.

Yet the cloud offers businesses much 
more than the opportunity to optimise 
existing operations...
The cloud’s true strength is access to 
transformation technologies for meeting the 
challenges of both today and tomorrow as 
customer needs evolve, market conditions 
change and nimble disruptors enter the sector.

Cloud-based artificial intelligence, machine 
learning, automation and analytics tools are 
being used by businesses across all sectors to 
transform the way they operate, with financial 
regulators beginning to appreciate the 
advantages of these tools and encourage their 
adoption in the banking sector. 

Multi-Cloud Considerations for 
Australian ADIs

In return for these advantages, managing 
this fast-evolving cloud environment can be 
complex. Considerations include:

Self service

Management & 
compliance

Security

Governance

Data & financial 
controls

Capacity planning



The term multi-cloud, or poly-cloud, refers to 

a cloud computing model which enables an 

organisation to take advantage of different 

services across two or more private or public 

clouds, such as Microsoft’s Azure, Amazon Web 

Services (AWS) and Google Cloud Platform 

(GCP). 

The major providers offer a range of cloud 

services – from storage, database management 

and machine learning to Software, Infrastructure 

and Platform as a Service. A multi-cloud 

approach allows banks to take advantage of the 

different cloud providers’ strengths in order to 

create a best-of-breed solution which leverages 

the latest technological advancements.

Ultimately the multi-cloud journey will enable 

banks to increase their competitive edge as they 

become not just cloud native, but multi-cloud 

native. They are not alone, with most enterprises 

now embracing multi-cloud environments. 

According to Gartner: 81% of respondents to a 

recent survey are working with two or 

more providers. 

“Most organisations adopt a multi-cloud strategy 

out of a desire to avoid vendor lock-in or to 

take advantage of best-of-breed solutions,” says 

Michael Warrilow, VP Analyst, Gartner.

What is multi-cloud?

Multi-cloud solutions are set to become the 

new norm for the banking sector, according to 

Shanker Ramamurthy – global managing partner 

banking and financial markets at IBM Services 

and president of IBM Industry Academy. 

“The typical large bank is already grappling with 

multiple cloud environments, private and public, 

and has to decide which workflows to put where, 

how to manage the complexity and avoid vendor 

lock-in,” Ramamurthy says in a Forbes article.

While multi-cloud adds complexity to a bank’s 

cloud environment, the benefits include 

increased flexibility, enhanced redundancy and 

improved access to new cloud technologies 

and services. Along with this comes access to 

different costing models and performance levels 

– along with a lower dependence upon a single 

cloud vendor. This offers a greater ability to 

balance risk, costs and computing performance, 

particularly across countries and regions. 

A multi-cloud approach is not without its 

challenges and banks moving to multi-cloud 

environments can face a range of technical, 

governance and regulatory hurdles. There can 

also be difficulties in proving out the approach 

and driving business value, which demands 

extensive planning and scoping. 



From a regulatory standpoint, regulators want 

banks and other financial institutions to spread 

and reduce their risk. Developing multi-cloud 

capabilities enables banks to better-manage the 

risks inherent in dependence upon a single cloud 

provider, by reducing single points of failure 

to individual banks and the markets generally. 

Multi-cloud also helps mitigate the risk of 

cloud vendor lock-in, which can impact on cost 

savings, reduce agility and hamper innovation.

In some countries, certain cloud providers 

may gain regulatory approval before others, 

yet with a multi-cloud approach, banks can 

provide essentially the same cloud service 

across different regulatory regimes. For 

instance, a Forex trade can be carried out 

by one bank subsidiary on one cloud and by 

another subsidiary on a different cloud, while 

applying the exact same rules and business 

logic in both cases.

Other regulatory compliance advantages can 

include cross-regional, multi-cloud governance 

and compliance frameworks for supporting 

obligations such as anti-money laundering.

Australia’s banking regulators are beginning to 

actively encourage banks to explore multi-cloud 

environments to help better-manage various 

risks. The Australian Prudential Regulation 

How do regulators view multi-cloud?

Authority (APRA) is recognising the importance 

of the cloud when it comes to security and 

continuity, along with agility for getting products 

to market more quickly.

The Prudential Standard requires that all 

outsourcing arrangements involving material 

business activities entered into by an APRA-

regulated institution and a Head of a group be 

subject to appropriate due diligence, approval 

and ongoing monitoring – which includes the 

use of the cloud.

APRA revised its cloud computing policy 

in 2018, telling banks that advancements in 

cloud computing service over the preceding 

three years had improved the ability of 

APRA-regulated entities to manage the risks 

involved. Google, Amazon, Microsoft and IBM 

are amongst those working with Australian 

banks to provide cloud computing services, 

which often use several players as part of 

multi-cloud strategies.



As a result of the regulator’s changing view of 

the cloud and multi-cloud deployments, many 

banking institutions are investigating or actively 

pursuing a switch to a multi-cloud environment.

For example, National Australia Bank has 

relationships with three cloud providers. In 

April 2018, the bank announced the launch of 

NAB Cloud Guild as it sought to build up its 

in-house cloud expertise, which initially focused 

on AWS. Since then, NAB has strengthened 

its relationship with Azure and Google as part 

of a strategy designed to ensure continuity of 

service in the event of catastrophic failure of 

one of the providers. 

Competitive tension was one of the appealing 

aspects of the multi-cloud approach, and it 

enables the bank to shift workloads across 

platforms and integrate a range of tools and 

capabilities, according to NAB’s chief technology 

and operations officer Patrick Wright.  

“We’re designing our most critical applications 

to be portable between cloud partners to 

avoid concentration risk, which is an important 

regulatory and risk consideration,” Wright says.

“We also want to tap into the advanced 

capabilities of the world’s best cloud providers 

to improve customer experience.”

How do banks view multi-cloud?

NAB and Microsoft recently announced a 

five-year strategic partnership to co-design, 

develop and invest in multi-cloud technology. 

The partnership will see NAB Group and 

Microsoft share development costs and 

resourcing investment to architect a multi-

cloud ecosystem, with Microsoft Azure as 

the primary cloud. This will host 1,000 of the 

banks’ applications, while ensuring the same 

applications can be moved to or run across a 

secondary cloud if necessary. 

Meanwhile, Australian neobank Up Bank worked 

with Google and APRA for more than a year 

ahead of its launch to help the regulator become 

more comfortable with Google’s cloud.

“Banks are looking how to use cloud, not 

just as a tech platform, but as a catalyst for 

transforming how the business actually works,” 

Angelo Joseph, head of customer engineering 

for Google Cloud in Australia and New Zealand, 

told the Australian Financial Review.

“APRA is applying different rigour based on 

sensitivity of the workload. They are taking a 

very consultative approach, and making it as 

pragmatic as possible, while understanding how 

technology can be introduced in a safe manner. 

It is a journey that we are working through, and 

it’s on a case-by-case basis.” 



In terms of failover and business continuity, 

multi-cloud environments provide banks with 

improved protection from cloud outages to 

reduce downtime and data loss – helping meet 

the expectations of regulators. 

This includes the ability to quickly redeploy 

services and shift workloads between flexible 

and scalable cloud service providers, along with 

the option to mirror applications, services and 

infrastructure across cloud services to balance 

loads, and provide instantaneous failover in the 

event of an outage.

The ability to allocate different data, services, 

workloads and platforms to different cloud 

providers also offers greater flexibility and agility 

in terms of features, performance and cost. 

For example, some cloud banking applications 

and services demand a high-speed, low-latency 

link and benefit from being deployed in a 

geographically nearby cloud datacentre, or 

one which is close to partners such as traders. 

Other applications and services can be less 

performance-sensitive but instead demand higher 

availability, or perhaps compliance with local data 

sovereignty laws. A multi-cloud solution allows 

banks to take advantage of the strengths of 

different cloud providers, in alignment with the 

bank’s business goals and priorities, in order to 

achieve the best business outcomes.

What are the benefits of multi-cloud?

Beyond the technological advantages of 

flexibility, performance and redundancy, multi-

cloud can also provide banks with business 

advantages to gain a competitive edge. For 

example, a new generation of analytical tools for 

deriving actionable insight from vast amounts 

of data is allowing banks to better cross-sell and 

upsell customers, as well as develop innovative 

new products and services to stay ahead in a 

rapidly changing market.

A multi-cloud environment also offers this 

level of flexibility to different business units 

within the organisation. For example, a bank’s 

marketing department could take advantage 

of a proprietary cloud tuned to the needs of a 

particular application at a specific price point. 

This can provide a competitive edge, rather than 

forcing the entire business to work around the 

limitations of a business-wide one-size-fits-all 

single-cloud solution.

Leveraging multi-cloud can help eliminate the 

business risk of “Shadow IT” where, in order to 

solve difficult challenges, frustrated employees 

turn to non-sanctioned solutions without formal 

oversight. In eliminating the use of Shadow IT, in 

favour of allowing solutions to rely upon a choice 

of sanctioned cloud platforms, many governance 

and regulatory concerns can be assuaged.



The rise of technologies like virtualisation, 

containerisation and managed database 

services have made it easier to develop multi-

cloud solutions as well as migrate workloads, 

servers, platforms and infrastructure between 

public cloud service providers. 

In theory, the pragmatic pursuit of fully 

interoperability “cloud-agnostic” solutions 

makes it easier to lift and shift cloud 

investments between service providers in 

order to retain flexibility and eliminate vendor 

lock-in. Code-level portability is becoming 

easier as dependencies become increasingly 

commoditised, and it is possible to focus on 

common API subsets.

In practice, there are still significant 

integration, workflow and business process 

challenges in shifting some cloud resources 

between providers. 

While it can be prudent to ensure some critical 

applications are portable between cloud 

partners, it is extremely difficult for most 

organisations to be completely cloud agnostic 

while still seeing the full business benefits 

of the cloud. A completely cloud-agnostic 

approach limits the ability to fully utilise the 

strengths and capabilities of any one public 

cloud provider – particularly when it comes to 

How interoperable are multi-cloud 
solutions?

cutting edge tools such as artificial intelligence 

and machine learning.

Designing cloud infrastructure to meet the 

lowest common denominator across the 

major providers can limit access to advanced 

technologies as well as have an impact in terms 

of performance, agility, scalability, efficiency and 

costs – mitigating the benefits of embracing a 

multi-cloud environment in order to leverage the 

advantages of each provider.

One of the biggest challenges in multi-cloud 

is avoiding the pressure to target the lowest 

common denominator and losing the benefits 

of higher-level Platform as a Service offerings 

such as cloud databases, according to NAB chief 

architect Sergei Komarov.

“I believe that code-level portability is the sweet 

spot for multi-cloud approach for new services 

and applications,” Komarov says. 

For most organisations, a robust multi-cloud 

strategy – making the best of each platform – is 

more practical and delivers better outcomes 

than adopting a cloud agnostic strategy. From 

a technical and governance perspective, cloud 

management and automation tools can help 

maintain line of sight across disparate cloud 

resources spread throughout multi-cloud 

environments.



Several Australian banks have announced multi-

cloud strategies, as Australian regulators shift 

from accepting multi-cloud to encouraging 

it. There are competitive advantages to be 

had from identifying and piloting high-value 

candidates for multi-cloud architecture. ADIs 

should be developing a multi-cloud strategy 

for identifying the strengths, weaknesses, 

advantages and disadvantages of the available 

public and private cloud options.

In an increasingly competitive sector, multi-

cloud offers ADIs the ability to punch above 

their weight when coming up against larger 

rivals, while remaining nimble and responsive to 

customer needs as disruptive new players enter 

the market. The introduction of Consumer Data 

Right open banking in July, and its extension to 

mortgage and personal loan data in November, 

is set to drive another wave of innovation.

Expansion into new offerings and markets 

comes with new regulatory challenges. In terms 

of compliance, the following critical areas can be 

monitored and managed across business units, 

countries and regions though an integrated 

multi-cloud platform:

What are the advantages of multi-cloud 
to Australian ADIs?

• Anti-bribery and corruption compliance

• KYC (know your customer) and AML (anti-

money laundering) compliance

• Countering the financing of terrorism

• Data risk management and security

• Financial compliance

• Fraud risk management

• Future of Financial Advice (FoFA) compliance

• Privacy and personal identification 

• Product safety and compliance

• Responsible lending

• Supplier/contractor/supply chain compliance

• Foreign Account Tax Compliance Act 

(FATCA) and common reporting standard 

(CRS) compliance

• Financial crime risk management

• Monitoring financial promotions



There is much more to adopting a multi-

cloud environment than simply spreading 

services across providers, it requires a 

holistic approach from conception to 

deployment and beyond to ensure it 

delivers the best return on your investment.

Rather than jump in the deep end, the best 

approach is to begin with a pilot with clearly 

defined goals. There are also the crucial tasks of 

gathering feedback and acting on the learnings 

from your pilot. A pilot lets the decision-makers 

and other key stakeholders see real tangible 

results before making a full commitment.

How can Gen Advisory help?

With deep banking regulatory expertise, Gen 

Advisory is well-versed in the benefits and 

challenges which come with a multi-cloud 

environment. 

We can assist banks and other financial 
institutions to develop strategy from a 
regulatory and well as business point of view.

To learn more about how multi-cloud 
can benefit your organisation, call 
Gen Advisory on (02) 8088 0744.



https://www.gartner.com/smarterwithgartner/why-organiza-

tions-choose-a-multicloud-strategy/

https://www.forbes.com/sites/tomgroenfeldt/2020/06/29/multi-cloud-be-

comes-the-new-norm-for-banking/#567e692214bc

https://www.afr.com/technology/how-banks-and-tech-giants-have-con-

vinced-apra-to-bless-the-cloud-20191115-p53b2o

https://medium.com/@nabtechblog/hot-topic-multi-cloud-46f57412ef9f

https://news.microsoft.com/en-au/features/nab-and-microsoft-sign-five-

year-multi-cloud-partnership-to-boost-resilience-speed-and-innovation/

https://www2.computerworld.com.au/article/666484/nab-adds-google-mix-

it-continues-its-multi-cloud-push/

References

https://www.gartner.com/smarterwithgartner/why-organizations-choose-a-multicloud-strategy/
https://www.gartner.com/smarterwithgartner/why-organizations-choose-a-multicloud-strategy/
https://www.forbes.com/sites/tomgroenfeldt/2020/06/29/multi-cloud-becomes-the-new-norm-for-banking/#567e692214bc
https://www.forbes.com/sites/tomgroenfeldt/2020/06/29/multi-cloud-becomes-the-new-norm-for-banking/#567e692214bc
https://www.afr.com/technology/how-banks-and-tech-giants-have-convinced-apra-to-bless-the-cloud-20191115-p53b2o
https://www.afr.com/technology/how-banks-and-tech-giants-have-convinced-apra-to-bless-the-cloud-20191115-p53b2o
https://medium.com/@nabtechblog/hot-topic-multi-cloud-46f57412ef9f
https://news.microsoft.com/en-au/features/nab-and-microsoft-sign-five-year-multi-cloud-partnership-to-boost-resilience-speed-and-innovation/
https://news.microsoft.com/en-au/features/nab-and-microsoft-sign-five-year-multi-cloud-partnership-to-boost-resilience-speed-and-innovation/
https://www2.computerworld.com.au/article/666484/nab-adds-google-mix-it-continues-its-multi-cloud-push/
https://www2.computerworld.com.au/article/666484/nab-adds-google-mix-it-continues-its-multi-cloud-push/

